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Welcome!

Tom Cox, PE
Capital Improvements (CI) Business Line Coordinator

NAVFAC Washington
Thomas.Cox2@navy.mil

(202) 685-8040
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Naval Facilities Engineering Command (NAVFAC)

9/23/2015

Who is NAVFAC?

Mission

Vision

NAVFAC is a global military Command with a 
Headquarters element and Component 

Commands that work together as one team.
-Provide facilities engineering support

-Provide contingency engineering support
-Provide expeditionary support

Our expertise enables mission success.

NAVFAC is the SYSCOM that builds and 
maintains sustainable facilities, delivers 
utilities and services, and provides Navy 
expeditionary combat force capabilities.
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NAVFAC Organization & Component Commands

9/23/2015
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Supported Command Alignment

9/23/2015
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Rick Tyler, PE
Capital Improvements (CI) Energy Criteria Manager

NAVFAC Energy Criteria and Programs Office
Richard.Tyler@navy.mil

(757) 322-8183

Deb Jordan
Command Information Office (CIO) Support Line Leader

NAVFAC Headquarters
Debbie.Jordan@navy.mil

(202) 685-9029
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Purpose of Industry Day

•To foster the exchange of information between DON and 
Industry

•Benefit DoD criteria development efforts related to 
Cybersecurity of Industrial Control Systems
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DoD/DoN Cyber Policy
• DoDI 8500.01, “Cybersecurity”

– Establishes DoD cybersecurity program to 
protect and defend information and 
information technology

• DoDI 8510.01, “Risk Management Framework (RMF) 
for DoD Information Technology (IT)”

– Establishes RMF for DoD IT and associated 
cybersecurity policy

– Implements NIST SP 800 series

• SECNAVINST (draft), “Cybersecurity Safety 
(CYBERSAFE) Program”

– Establishes policy and assigns responsibilities 
for the Navy CYBERSAFE Program 
requirements.
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NAVFAC Approach to Cybersecurity

Objective:  Cybersecure & Certified ICS (Systems & Components)

• Future Deployments
– Criteria, Guide Specs will define cybersecurity requirements

• Legacy Systems:
– Diversity of existing control systems

• Vendor, operating system, age/life cycle 
• Governance/sustainment framework 

– Defense in Depth 
• Leverages & inherits network controls already implemented 

– Cybersecurity Enclaves & Boundary Control Points
• Implements controls specific to local/regional ICSs
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Unified Facilities 
Criteria

DoD Criteria Documents

WORK 
RESTRICTIONS

Unified Facilities 
Guide Specifications
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Whole Building Design Guide
(www.wbdg.org)

DoD
Page
Link

UFC
UFGS
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WBDG – DoD UFC Page

Archived and
Inactive UFCs

UFC Download

Submit a 
Criteria Change 
Request (CCR)
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Cyber Criteria Development
• UFC 4-010-06 CYBERSECURITY OF FACILITY 

CONTROL SYSTEMS
– Implements the new Risk Management Framework 

(RMF), for facility control systems within facility 
design and construction projects.

– Applies to all new construction and repair projects
– Pre-final Submittal due 30-Sep-2015, 

Publication in FY16



15 Cybersecurity for Industrial Control Systems Industry Day

Cyber Criteria Development
• UFGS for CYBERSECURITY OF FACILITY CONTROL 

SYSTEMS
– Provides overarching construction contract 

requirements that will support DoD Information 
Assurance certification, accreditation, and Authority 
to Operate for facility control systems.

– Applies to all new construction and repair projects
– Kick-off Meeting Oct-2015, Publication in FY16
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Industry Presentations

•Cybersecurity innovations for industrial control 
systems

•Criteria for Cybersecurity
•Potential methods of gaining cybersecurity
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•Industry Day Agenda
•Ground Rules

–20-minutes
–5-minute Q&A

•Follow-up

Industry Presentations


